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Realistic and Repeatable Performance Measurement

How to Measure the Performance and 
Functionality of Security Devices Using Real-
World and Repeatable Application Traffic
BreakingPoint Storm CTM™ Application Profiles Leverage Pseudo-Random Number Generator (PRNG) to 
Provide a Realistic Set of Traffic for Direct Product Comparisons

Making smart purchase decisions and mitigating deployment 

risks requires buyers to realistically measure vendor claims 

in the form of a product bakeoff.  Unfortunately, evaluating 

security devices prior to purchase and deployment is not always 

straightforward. To get meaningful results, buyers must conduct 

direct comparisons with consistent data sets. However, the traffic 

used to measure both functionality and performance must be 

realistic. It needs to be a mix of stateful blended application 

traffic at line-rate speed combined with live security strikes.

This is especially important when it comes to firewall, anti-

virus, IPS and other security devices. Today’s network devices 

do not simply act on static bits. Instead, a real network faces an 

unpredictable mix of application traffic combined with ever-

changing security attacks. What’s more, every device is designed 

differently—each network element responds in a different 

way to the traffic on the wire. Simulating realistic traffic can 

effectively validate the existence of a robust network engine, a 

critical element in your product decision.

Vulnerability vs. Exploit

A clear-cut example is vulnerability versus exploit filters. While it 

is generally agreed that vulnerability filtering provides superior 

security coverage, many products simply cannot do the complex 

matching needed to deliver a vulnerability filter. This leads 

vendors to offer products that are programmed or patched to 

identify exploits. The problem with this approach is that slight 

variants of the exploits these systems are programmed to 

identify can easily bypass the system. Vendors then release new 

filters and of course hackers develop new variants to bypass the 

same vendors again. The Conficker worm is a prime example of 

new variants bypassing security products every few months.

It is important to evaluate products with random traffic to ensure 

vulnerability filters are providing adequate protection against 

security threats and to validate adequate protection from exploit 

signatures. A random mix of traffic allows you to evaluate the 

vulnerability and exploit variant detection capabilities of security 

products prior to deploying them in the network.  

Creating Repeatable Randomized Simulations for Direct 

Product Comparisons

BreakingPoint enables buyers to put vendor vulnerability 

filters and exploit signature variants to the simulation to see 

if they provide adequate protection against security threats. 

BreakingPoint Storm CTM features Application Profiles that 

offer the ability to simulate complex traffic patterns and Super 

Flows with blended application protocols, sophisticated attack 

scenarios, and a range of usage patterns. It provides granular 

control over the application protocols generated allowing buyers 

to define individual flows for each application protocol.

 

BreakingPoint Storm CTM Application Profiles and Super Flows 

allow you to assign a Random Seed Value between 1 and 

4,294,967,265, or any 32-bit integer, to create a repeatable 

random traffic flow.
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To ensure a random but repeatable stream of traffic, BreakingPoint Storm 

CTM Application Profiles allows the selection of a random seed value that 

controls the product’s pseudo-random number generator (PRNG). This 

feature allows buyers to pick a number and generate the attacks or blended 

application traffic the same way every time. The product will then create 

repeatable standardized assessments by generating random yet repeatable 

data to conduct direct comparisons of different security devices. It will 

generate all variants in the same way for each simulation executed. If a seed 

value is not set, the system will automatically randomize the traffic flow each 

time the simulation is executed. 

BreakingPoint PRNG Capabilities Ensure Accurate Measurement

PRNG plays a critical role in ensuring accurate results from product bakeoffs 

because it allows buyers to level the playing field with randomly generated, 

yet repeatable traffic. But this is only part of the value of PRNG. It also 

eliminates the possibility that devices under stress can be programmed to 

recognize and react to codes embedded in the traffic. Traditional legacy 

testing products brand their exploits with trademarks or other recognizable 

content. Vendors can easily exploit this code by programming their products 

to recognize the code and trigger filters to easily pass product validation. 

While it may appear that these products are working as promised, this is no 

indication that the equipment is capable of recognizing and filtering real 

security attacks in a production network. This is an artificial technique used to 

demonstrate capabilities that provides a false sense of security.

BreakingPoint Storm CTM Advantages

BreakingPoint is the only vendor that can deliver realistic blended application traffic including voice, video, data and other business and 

recreational applications, combined with live security strikes at 40 Gigabits per second (Gbps) and faster using a single 3-slot chassis. With 

BreakingPoint Storm CTM Application Profiles you can easily generate a realistic yet consistent blend of application traffic and live security 

strikes to:

•	 Authenticate vulnerability filters

•	 Validate exploit-based signatures that are capable of blocking future variants

•	 Produce repeatable randomized traffic for direct product comparisons

Using BreakingPoint Storm CTM to conduct comprehensive, realistic, and standardized measurement on network devices and servers 

allows you to make more informed purchase decisions and risk-proof production network deployments.
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